
U.S. Department of Homeland Security
Washington, DC 20229

US. Customs and
Border Protection

'JUN 2 6 2013
DIS-3-RR:RDL:FAPL
H239995 GOB

Emily Willard
Michael Evans
The National Security Archive
The George Washington University
Gelman Library, Suite 701
2130 H Street, N.W.
Washington, DC 20037

` RE: Freedom of Information Act Appeal; FOIA 2012F26840

Dear Ms. Willard and Mr. Evans:

This letter is in response to your correspondence of February 4, 2013 in
which you appeal the U.S. Customs and Border Protection ("CBP") response
of December 6, 2012 to a Freedom of Information Act ("FOIA") request which
was filed by you. This office received your appeal on March 22, 2013.

CBP's Initial FOIA Response

In your FOIA request, you asked for the following:

All documents including, but not limited to, background
papers, briefings, memos, cables, statements, reports, etc.
pertaining to information about an incident in which U.S.
border patrol agents shot and killed a Mexican citizen. The
incident occurred on July 7, 2012 along the Rio Grande
across Brownsville, Texas, close to the Tomates-Veterans
border crossing in Matamoros, Mexico. My request includes
but is not limited to the following incidents:

• The 2010 killing of a 15-year-old Mexican boy, Sergio Adrian
Hernandez Guereca, across the Rio Grande in Ciudad Juarez
by Border Patrol agents in El Paso.

• An incident that occurred in the Summer of 2011 in which
Border Patrol agents and Rangers with the Texas Department
of Safety exchanged gunfire with suspected drug smugglers.

In CBP's response to your FOIA request, the CBP FOIA Division stated in
pertinent part as follows: "A search for records responsive to your request
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revealed that any responsive records are currently part of an open and
pending investigation. Therefore, all responsive records are being withheld in
their entirety pursuant to Title 5 U.S.C. §552 (b)(7)(A). Additionally, because
this is an ongoing investigation we are unable to provide an estimate regarding
the number of pages that would be responsive to your request."

Your Appeal

In your appeal, you state:

Information may only be withheld under Exemption 7(a) when
disclosure could impede an investigation or harm the
government's case in an ongoing proceeding. An agency
generally cannot withhold records related to an investigation
that is complete and/or closed, unless the government intends
to reopen the investigation later. In addition, the agency may
only withhold information if there is actually an ongoing
investigation or concrete likelihood of a future investigation,
but not if it merely speculates that there might be an
investigation.

With that in mind, I invite you to please read the attached
article from The Washington Times newspaper which clearly
states that the U.S. Justice Department made a determination
to not pursue criminal charges against the U.S. Border Patrol
agent who shot and killed Sergio Adrian Hernandez Guereca
in 2010... Given that there are no pending law enforcement
proceedings related to this case, it thus follows that CBP
cannot invoke the (b)(7)(A) exemption to justify the
withholding of any material relating to this subject.

With respect to the 2011 incident in which Border Patrol
agents and Texas Rangers are reported to have exchanged
gunfire with suspected narcotics smugglers, we are unaware
of any pending charges or investigations related to this case
that would justify the use of the (b)(7)(A) exemption.

We have carefully considered your appeal. We have determined that a
total of 494 pages are responsive to your request. Of these 494 pages, we
have determined that 180 pages are releasable. Of these 180 pages which
are releasable, 164 pages are released to you in their entirety and 16 pages
are released to you with redactions made pursuant to Exemptions (b)(6),
(b)(7)(C) and (b)(7)(E) of the FOIA. 5 U.S.C. § 552 (b)(6), (b)(7)(C), and
(b)(7)(E). The released pages consist of the following: various media reports
(162 pages, released in their entirety); a Reportable Use of Force Incident
Data report (eight pages, released with redactions on six pages); and a
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second Reportable Use of Force Incident Data report (ten pages, released
with redactions on all pages). Three hundred and fourteen (314) pages are
withheld in their entirety based upon Exemptions (b)(6), (b)(7)(A), (b)(7)(C),
and (b)(7)(E) of the FOIA. 5 U.S.C. § 552 (b)(6), (b)(7)(A), (b)(7)(C), and
(b)(7)(E)•

Exemption (b)(7) of the FOIA

Exemption (b)(7) of the FOIA (5 U.S.C. § 552(b)(7)) protects from
disclosure "records or information compiled for law enforcement purposes, but
only to the extent that the production of such law enforcement records or
information (A) could reasonably be expected to interfere with enforcement
proceedings, (B) would deprive a person of a right to a fair trial or an impartial
adjudication, (C) could reasonably be expected to constitute an unwarranted
invasion of personal privacy, (D) could reasonably be expected to disclose the
identity of a confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential
basis, and, in the case of a record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an
agency conducting a lawful national security intelligence investigation,
information furnished by a confidential source, (E) would disclose techniques
and procedures for law enforcement investigations or prosecutions, or would
disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or
(F) could reasonably be expected to endanger the life or physical safety of any
individual."

The threshold requirement for Exemption (b)(7) has been modified by
Congress twice since the enactment of the FOIA. The latest amendments
occurred in 1986 with the passage of the Freedom of Information Reform Act
of 1986, often referred to as the 1986 FOIA amendments, which broadened
the threshold of Exemption (b)(7) by eliminating the requirement that the
records be "investigatory." The word "investigatory" was deleted and the
words "or information" were added so that Exemption (b)(7) protections are
potentially available to all "records or information compiled for law enforcement
purposes." As a result of the 1986 FOIA amendments, records which
previously were found unqualified for Exemption (b)(7) protection only
because they were not "investigatory" in character, now satisfy the
exemption's threshold requirement. As such, even records generated
pursuant to routine agency activities can qualify for Exemption (b)(7)
protection when those activities involve a law enforcement purpose.

Courts have held that the law enforcement purpose of Exemption 7
encompasses a wide variety of records and information. For example, it
includes records compiled in the investigations of crimes. See Associated
Press v. DOD, No. 05-5468, 2006 WL 2707395, at *3 (S.D.N.Y. Sept. 20,
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2006), stating that "records of investigations to determine whether to charge
U.S. military personnel with misconduct ... were compiled for law enforcement
purposes." The court in Associated Press cited Aspin v. DOD, 491 F.2d 24,
26-28 (D.C. Cir. 1973), where the court explained that records from an
investigation "directed toward discovering and toward obtaining evidence of
possible offenses under the Uniform Code of Military Justice" were compiled
for law enforcement purposes.

Further, personnel investigations of government employees have also
been found to have been compiled for law enforcement purposes if they focus
on "specific and potentially unlawful activity by particular employees" of a civil
or criminal nature. Stern v. F81, 737 F.2d 84, 89 (D.C. Cir. 1984); see also
Perlman v. DOJ, 312 F.3d 100, 103, 105 (2d Cir. 2002), aff'd 380 F.3d 110 (2d
Cir. 2004) where the court discussed allegations of preferential treatment and
undue access and influence in the INS Investor Visa Program by a former INS
general counsel, and found that records compiled during the investigation into
the allegations satisfy Exemption 7's threshold because such acts could
subject him to criminal or civil penalties; O'Keefe v. DOD, 463 F. Supp. 2d
317, 320, 324 (E.D.N.Y. 2006), where the court found that a report detailing
the investigation of a complaint alleging misconduct by commanding officers
on multiple occasions was compiled for law enforcement purposes; Mueller v.
Dept of the Air Force, 63 F. Supp. 2d 738, 742 (E.D. Va. 1999), where the
court held that an investigation into prosecutorial misconduct was for law
enforcement purposes because an "'agency investigation of its own
employees is for law enforcement purposes ... if it focuses directly on
specifically alleged illegal acts, illegal acts of a particular identified official, acts
which could, if proved, result in civil or criminal sanctions"' (quoting Stern, 737
F.2d at 89)); Hayes v. U.S. Department of Labor, No. 96-1149, 1998 U.S. Dist.
LEXIS 14120, at *11-12 (S.D. Ala. June 10, 1998), where the court explained
that records of "internal agency investigations are considered to be compiled
for 'law enforcement purposes' when the investigations focus on specifically
alleged acts, which, if proved, could amount to violations of civil or criminal
law"), adopted, (S.D. Ala. Aug. 10, 1998); Lurie v. Department of the Army,
970 F. Supp. 19, 36 (D.D.C. 1997), explaining that the threshold was met
because the investigation focused directly on specifically alleged illegal acts of
identified officials (citing Rural Housing Alliance v. USDA, 498 F.2d 73, 81
(D.C. Cir. 1974)), appeal dismissed voluntarily, No. 97-5248 (D.C. Cir. Oct. 22,
1997); Linn v. DOJ, No. 92-1406, 1995 WL 631847, at *22 (D.D.C. Aug. 22,
1995), where the court stated that "documents compiled for purposes of
internal discipline of employees are not compiled for law enforcement
purposes ... [b]ut such internal monitoring of employees may be 'for law
enforcement purposes' if the focus of the investigation concerns acts that
could result in civil or criminal sanctions." (quoting Stern, 737 F.2d at 89)),
appeal dismissed voluntarily, No. 97-5122 (D.C. Cir. July 14, 1997); Housley v.
U.S. Department of the Treasury, 697 F. Supp. 3, 5 (D.D.C. 1988), where the
court reiterated that the investigation concerning misconduct by a special
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agent which, if proved, could have resulted in federal civil or criminal sanctions
qualifies as law enforcement.

Information Redacted and Withheld pursuant to Exemptions (b)(6) and
b s )(7)(C)

As stated above, certain information in the records now released was
redacted pursuant to Exemptions (b)(6) and (b)(7)(C) of the FOIA.
Additionally, certain information in the records withheld in their entirety is
exempt from disclosure under Exemptions (b)(6) and (b)(7)(C). These
exemptions both relate to protecting personal privacy and have been invoked
here only to protect the identity of certain individuals. Under the FOIA, privacy
encompasses the "individual's control of information concerning his or her
person." Department of Justice v. Reporters Committee for the Press, 489
U.S. 749, 763 (1989). Exemption (b)(6) protects "personnel and medical files
and similar files the disclosure of which would constitute a clearly unwarranted
invasion of personal privacy." Exemption (b)(7)(C) excludes records and
information compiled for law enforcement purposes, but only to the extent that
the production of such materials "could reasonably be expected to constitute
an unwarranted invasion of personal privacy."

To determine whether information ought to be withheld under either
exemption, an agency must balance the privacy interests involved against the
public interest in disclosure. Department of Justice v. Reporters Committee
for Freedom of the Press, supra at 762. In this case, both Exemptions (b)(6)
and (b)(7)(C) are asserted to protect the identities of CBP employees and
other individuals. The primary consideration is to protect CBP employees and
other individuals from unnecessary "harassment and annoyance in the
conduct of their official duties and in their private lives," which could
conceivably result from the public disclosure of their identity. Nix v. U.S., 572
F. 2d 998, 1006 (4th Cir. 1978).

As a threshold requirement, Exemption (b)(6) can only be applied to
"personnel and medical and similar files." However, the range of documents
falling within these categories is interpreted broadly so as to include all
government records "which can be identified as applying to that individual."
Department of State v. Washington Post, 456 U.S. 595, 602 (1982) (quoting
H.R. Rep. No. 1497, 89th Cong., 2nd Sass., 11 (1966)). Once this threshold is
met, the issue becomes whether disclosure of the information at issue "would
constitute a clearly unwarranted invasion of personal privacy" (Department of
the Air Force v. Rose, 425 U.S. 352, 373 (1976)), an undertaking that requires
balancing the privacy interests of the individual or individuals against the
public interest in disclosure. That balance may be properly struck where
"personal references or other identifying information [are] deleted." Id. at 380.
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Once it has been determined that there is a substantial privacy interest
under Exemption (b)(6), it is necessary to assess the public interest in
disclosure. In Reporters Committee, supra at 773, the Supreme Court limited
the concept of public interest under the FOIA to the "core purpose" for which
Congress enacted it: to "shed light on an agency's performance of its statutory
duties." The Supreme Court repeatedly has stressed that information that
does not directly reveal the operations or activities of the federal government
"falls outside the ambit of the public interest that the FOIA was enacted to
serve." Reporters Committee, supra at 775; Bibles v. Oregon Natural Desert
Ass'n, 519 U.S. 355, 355-56 (1997); DOD v. FLRA, 510 U.S. 487, 497 (1994).

We find that the information redacted and withheld pursuant to
Exemption (b)(6) is properly exempt from disclosure because there is a
significant privacy interest on the part of the subject individuals and there is
little, if any, public interest in disclosure.

Although the protections available under exemption (b)(7)(C) are not
the same as exemption (b)(6),1 the analysis is similar in that it requires the
balancing of the privacy interests involved against the public interest in
disclosure. Lewis v. Department of Justice, 609 F. Supp. 2d 80, 84 (D.D.C.
2009). However, because exemption (b)(7)(C) contains broader protections
than exemption (b)(6), the two exemptions differ in the "magnitude of the
public interest that is required" to overcome the privacy interests involved, with
an extra weight in favor of redaction once exemption (b)(7)(C) privacy issues
are implicated. Department of Defense v. Federal Labor Relations Authority,
510 U.S. 487, 496 n. 6 (1994).

In National Archives & Records Administration v. Favish, 124 S. Ct.
1570, 1578, 541 U.S. 157 (2004), a landmark FOIA case, the Supreme Court
unanimously found that the surviving family members of a former Deputy
White House Counsel had a protectible privacy interest in his death-scene
photographs, based in part on the family's fears of "intense scrutiny by the
media." Pointing out that the surviving relatives invoked their own "right and
interest to personal privacy," the Court held "that FOIA recognizes surviving
family members' right to personal privacy with respect to their close relative's
death-scene images." Relying upon case law and cultural traditions, the Court
concentrated on "the right of family members to direct and control disposition
of the body of the deceased" and noted the right of family members "to limit
attempts to exploit pictures of the deceased family member's remains for
public purposes." Analyzing what recipients of the death scene photos may

Exemption (b)(7)(C)'s privacy language is broader than the comparable language in
Exemption (b)(6) in two respects. First, whereas Exemption (b)(6) requires that the invasion
of privacy be "clearly unwarranted," the adverb "clearly" is omitted from exemption (b)(7)(C).
Second, whereas Exemption 6 refers to disclosures that "would constitute" an invasion of
privacy, Exemption (b)(7)(C) encompasses any disclosure that "could reasonably be expected
to constitute" such an invasion. Reporters Committee, supra at 762.



7

do with them, the Court found that the surviving family members had a
protectible privacy interest in seeking to limit the attempts by the requester, as
well as the public and media, to exploit the deceased's photos. As the D.C.
Circuit has held, "[w]here there is a substantial probability that disclosure will
cause an interference with personal privacy, it matters not that there may be
two or three links in the causal chain." National Association of Retired Federal
Employees v. Horner, 879 F.2d 873, 878 (D.C. Cir 1989).

Similar to exemption (b)(6), exemption (b)(7)(C) has also been found to
protect the privacy interests of all persons mentioned in law enforcement
records, including investigators, suspects, witnesses, and informants. Lewis,
supra at 84. See also Roth v. Department of Justice, 2011 U.S. App. LEXIS
13124 (D.C. Cir. June 28, 2011) ("We have long recognized the mention of an
individual's name in a law enforcement file will engender comment and
speculation and carries a stigmatizing connotation. [N]ot only the targets of
law-enforcement investigations, but also 'witnesses, informants, and ...
investigating agents' have a 'substantial interest' in ensuring that their
relationship to the investigations remains secret.") (Internal citations omitted.)
The privacy interest at play under Exemption (b)(7)(C) in protecting the third
party information located in law enforcement documents is so strong, though,
that courts have found that such information is "categorically exempt" from
production "unless access to the names and addresses of private individuals
... is necessary in order to confirm or refute compelling evidence that the
agency is engaged in illegal activity." SafeCard Services, Inc. v. U.S.
Securities & Exchange Commission, 926 F.2d 1197, 1206 (D.C. Cir. 1991).

Once the threshold requirement that the information found in "law
enforcement" records is mete and the privacy interests in Exemption (b)(7)(C)
are triggered, the burden shifts to the requester to show government
misconduct. National Archives & Records Administration v. Favish, supra.
The showing must be "more than a bare suspicion" of official misconduct - it
must "warrant a belief by a reasonable person that the alleged Government
impropriety might have occurred." Id. at 174. Otherwise, the balancing
requirement does not come into play. Boyd v. Department of Justice, 475
F.3d 381, 388 (D.C. Cir. 2007).

We find that the information redacted and withheld pursuant to
Exemption (b)(7)(C), consisting of names, phone numbers, Entry on Duty
dates, and dates of birth of CBP employees and other third parties, is properly
exempt from disclosure because such information is in law enforcement
records, there is a significant privacy interest on the part of the subject
individuals, and there is no indication of government misconduct.

2 It is well established that CBP has a law enforcement mandate. Coastal Delivery
Corporation v. U.S. Customs Service, 272 F. Supp. 958, 963 (C.D. Cal. 2003). See also the
previous discussion of "law enforcement" purpose.
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Information Withheld pursuant to Exemption (b)(7)(A)

Exemption (b)(7)(A) authorizes the withholding of "records or
information compiled for law enforcement purposes, but only to the extent that
the production of such law enforcement records or information . . . could
reasonably be expected to interfere with enforcement proceedings." The
records which are withheld in their entirety are exempt from disclosure
pursuant to Exemption (b)(7)(A).

Determining the applicability of Exemption (b)(7)(A) requires a two-step
analysis focusing on (1) whether a law enforcement proceeding is pending or
prospective, and (2) whether release of information about it could reasonably
be expected to cause some articulable harm. It is well-established that in
order to satisfy the "pending/prospective" requirement of Exemption (b)(7)(A),
an agency must be able to point to a specific pending or contemplated law
enforcement proceeding. As one court has observed, "[i]f an agency could
withhold information whenever it could imagine circumstances where the
information might have some bearing on some hypothetical enforcement
proceeding, the FOIA would be meaningless." Badran v. DOJ, 652 F. Supp.
1437, 1440 (N.D. III. 1987). Accordingly, the courts have held that the two-part
test requires more than the more pendency of enforcement proceedings for
the invocation of Exemption (b)(7)(A); the government must also establish that
some distinct harm could reasonably be expected to result if the record or
information requested were disclosed. A detailed showing that release of the
records is likely to interfere with the law enforcement proceedings is not
required; it is sufficient for the agency to make a generalized showing that
release of these particular kinds of documents would generally interfere with
enforcement proceedings. The courts have long accepted that Congress
intended that Exemption (b)(7)(A) apply "whenever the government's case in
court would be harmed by the premature release of evidence or information."
Radcliffe v. IRS, 536 F. Supp. 2d 423, 437-38 (S.D.N.Y. 2008) (explaining that
"even if matter proceeds to trial," agency has established that releasing
records of offshore credit card accounts would interfere with enforcement
proceedings by providing earlier access and "exact contents" of agency
documents); Stolt-Nielsen Trans. Group, Ltd. v. DOJ, 480 F. Supp. 2d 166,
180 (D.D.C. 2007) (noting that release of information "would provide potential
witnesses with insights into the Division's strategy and the strength of its
position"); Suzhou Yuanda Enter. Co. v. Customs and Border Protection, 404
F. Supp. 2d 9, 14 (D.D.C. 2005) (agreeing that release of information "would
interfere with an agency investigation [by] informing the public of the evidence
sought and scrutinized by this type of investigation"); Environmental Protection
Services v. EPA, 364 F. Supp. 2d 575, 588 (N.D. W. Va. 2005) (explaining that
disclosure "would prematurely reveal the EPA's case"); Judicial Watch v. U.S.
Department of Commerce, 337 F. Supp. 2d 146, 179 (D.D.C. 2004) (finding
that release of agent notes and information concerning export violations could
"reasonably be expected to interfere" with proceedings).
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In Williams v. FBI, 730 F.2d 882 (2d Cir. 1984), the Court of Appeals
held that investigatory records of the FBI per se meet the threshold
requirement of Exemption 7. The District Court had declined to provide
protection under Exemption 7 for investigatory records compiled during the
course of the FBI's investigation of the Coalition for Defense of the Panthers (a
group involved in fund raising and public relations on behalf of the Black
Panther Party), based upon its conclusion that the FBI could not have
reasonably considered the Coalition to pose any threat of potential criminal
activity. The Court of Appeals rejected this analysis in holding that the
legislative history of the 1974 FOIA Amendments showed that Congress did
not intend to alter then-existing case law treating the phrase "compiled for law
enforcement purposes" as a broad descriptive classification encompassing all
records of federal criminal law enforcement agencies such as the FBI. The
Court of Appeals stated that Congress intended to provide "absolute
protection" to information falling within Exemption 7 (Subparts (A) - (F)), in
order to prevent impairment of the "efficient operation of federal law
enforcement agencies." Id. at 885. The Court of Appeals stressed that a
contrary holding would "substantially impair law enforcement" because it would
not provide an absolute assurance to persons desiring confidentiality as a
condition of cooperating with the government, leading to effects that "would be
exactly contrary to the result Congress wanted to achieve." Id. at 885-886.

In Spannaus v. Department of Justice, 813 F.2d 1285, 1288-89 (4t" Cir.
1987), the Court of Appeals affirmed the District Court's grant of summary
judgment for the government in a case where an editor filed a complaint
against the Department of Justice after the FBI denied the FOIA request
pursuant to Exemption (b)(7)(A). The Court of Appeals held that the
government was not required to provide a particularized showing of
interference concerning the requested records but could justify its withholding
in a generic manner. The court stated:

We find, however, such particularity is not a prerequisite of the
subsection (b)(7)(A) exemption. The Supreme Court has
rejected the argument that the statute requires particularized
showings of interference, holding instead that the Government
may justify nondisclosure in a generic fashion. NLRB v.
Robbins Tire & Rubber Co., 437 U.S. 214, 223-24, 236, 57 L.
Ed. 2d 159, 98 S. Ct. 2311 (1978).

Here, the Government has categorized the kinds of
documents at issue and has specifically identified the type of
information they contain and the harms their release could
have in pending proceedings, including (1) destruction or
alteration of evidence; (2) identification of knowledgeable
individuals, leading to their intimidation or harm; and (3)
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fabrication of fraudulent alibis. These types of harm have
been found to warrant an exemption under subsection
(b)(7)(A). See Robbins Tire & Rubber Co., 437 U.S. at 239;
Willard v. Internal Revenue Service, 776 F.2d, 100, 103. The
Government therefore has fully met its burden of
demonstrating that production of the requested documents
"could reasonably be expected to interfere" with law
enforcement proceedings, as the amended statute requires.

In Docal v. Bennsinger, 543 F. Supp. 38, 44 n. 12 (M. D. Pa 1981), the
court upheld the withholding of certain documents under Exemption (b)(7)(A).
In doing so, the court discussed "interference" within the meaning of
Exemption (b)(7)(A). It stated:

Interference under the terms of the statute [Exemption
(b)(7)(A)] encompasses a wide range of concerns. Grounds
which have been repeatedly acknowledged by the courts
include fears of disclosure of: (1) evidence, (2) witnesses, (3)
prospective testimony, (4) the reliance placed by the
government upon the evidence, (5) the transactions being
investigated, (6) the direction of the investigation, (7)
government strategy, (8) confidential informants, (9) the scope
and limits of the government's investigation, (10) prospective
new defendants, (11) materials protected by the Jencks Act,
(12) attorney work product, (13) the methods of surveillance,
[and] (14) subjects of surveillance. Kanter v. Internal
Revenue Service, 433 F. Supp. 812, 822 n. 18 (N.D. III. 1977).
See New England Medical Center Hospital v. NLRB, 548 F.
2d 377 (1st Cir. 1976); National Public Radio v. Bell, 431 F.
Supp. 509 (D.D.C. 1977); Electric-flex Co. v. NLRB, 412 F.
Supp. 698 (N.D. III 1976).

In Cucci v. DEA, 871 F. Supp. 508, 512 (D.D.C. 1994), where the FBI
relied on Exemption (b)(7)(A) to withhold all but three pages of its records
concerning the plaintiff, the court stated:

The Court has examined the FBI declaration and exhibits and
finds that the FBI has not misapplied Exemption 7(A). The
FBI has properly supported, and the plaintiff has not
effectively countered, the FBI's position that there are multiple
intermingled investigations and not just the terminated
investigation resulting in Cucci's conviction and the tax
investigation of Cucci ... Because the agency has met its
burden of showing that all its records are exempt and relate to
the continuing investigations of the sales and distribution of
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1994 WL 693717 (unreported case) (S.D.N.Y.) (protecting criteria used to
determine which passengers to stop and examine). Thus, where the agency
has a clear law enforcement mandate, it only need establish a rational nexus
between enforcement of a federal law and the information withheld based on
Exemption (b)(7)(E). . See Coastal Delivery Corporation v. U.S. Customs
Service, 272 F. Supp. 2d 958, 963 (C.D. Cal. 2003); Pons v. U.S. Customs
Service, 1998 U.S. Dist. LEXIS 6084 (unreported case) (D.D.C. 1998)
(protecting cooperative arrangements between the Customs Service and other
law enforcement agencies in order to keep them effective); and Judicial
Watch, Inc. v. FBI, 2001 U.S. Dist. LEXIS 25732 (unreported case) (D.D.C.
2001) (protecting the "identities of two types of [FBI] records concerning prison
inmates," the release of which would enable inmates "to alter their activities[,]
thus hindering the effectiveness of this technique.").

In this matter, certain information in the records disclosed has been
redacted in order to protect CBP's methods for categorizing and/or identifying
law enforcement records and for conducting investigations of shooting
incidents. Further, certain information in the records not released is exempt
from disclosure pursuant to Exemption (b)(7)(E) because release would
disclose techniques and procedures relevant to CBP's law enforcement
responsibilities such as smuggling and border security enforcement.

The FOIA (Title 5 U.S.C. § 552(a)(4)(B)) provides you with the
opportunity to seek judicial review of this administrative appeal. You may
institute judicial review in the U.S. District Court in the district in which you
reside, have a principal place of business, where the agency records are
located, or in the U.S. District Court for the District of Columbia.

Alternatively, the Office of Government Information Services ("OGIS")
offers mediation services to resolve disputes between FOIA requesters and
Federal agencies as a non-exclusive alternative to litigation. Using the OGIS
does not affect your right to pursue litigation. If you are requesting access to
your own records, which is considered a Privacy Act request, you should know
that OGIS does not have the authority to handle requests made under the
Privacy Act of 1974. If you wish to contact the OGIS, you may do so in the
following ways: Office of Government Information Services, National Archives
and Records Administration, 8601 Adelphi Road (Room 2510), College Park,
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illegal narcotics, there are no non-exempt portions of the
records to segregate.

In Western Journalism Center v. Office of the Independent Counsel,
926 F. Supp. 189, 191-92 (D.D.C. 1996), the court granted summary judgment
to the Office of Independent Counsel. The court stated:

It is well settled that documents obtained from law
enforcement agencies compiled during an active investigation,
are eligible for protection under Exemption 7. See Gould Inc.
v. GSA, 688 F. Supp. 689 (D.D.C. 1988)...

With respect to the information sought by Plaintiffs, the
Independent Counsel has determined that it is part of an
ongoing investigation and that premature disclosure could
reasonably be expected to interfere with his investigation.
The Independent Counsel's declaration certainly satisfies
Exemption 7(A) and the Independent Counsel "need not
proceed on a document-by-document basis, detailing to the
court the interference that would result from the disclosure of
each of them. See Bevis v. Department of State, 255 U.S.
App. D.C. 347, 801 F.2d 1386, 1389 (D.C. Cir. 1986).

Plaintiffs' request falls into three general categories: 1)
physical evidence, 2) witness statements, and 3) investigative
reports ... It is clear that the premature disclosure of such
information could severely hamper the efforts of the
Independent Counsel in its ongoing investigation. Witnesses
with access to such information could easily alter, conform or
construct their testimony depending upon the information
disclosed. Disclosure of any evidence could contaminant [sic]
the investigative process and limit law enforcement agents
ability to assess the actual knowledge and credibility of future
witnesses. See Dickerson v. Department of Justice, 992 F.2d
1426, 1433 (6t" Cir. 1993).

The Independent Counsel makes it clear that even if certain
portions of the record sought could be disclosed without
interfering with his work, the disclosed information would
require such editing that it would have at best marginal
informational value.

In Center for National Policy Review v. Weinberger, 502 F.2d 370, 373
(D.C. Cir. 1974), the Court of Appeals reversed the District Court and held that
material in 22 "open and active" files involving the agency review of public
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school segregation and discrimination practices fell within Exemption 7. The
court stated:

Our cases also established that the term "law enforcement"
extends beyond criminal proceedings. Both Ditlow v.
Brinegar, supra, and Bristol-Myers Co. v. FTC, 138 U.S. App.
D.C. 22, 424 F.2d 935, cent denied, 400 U.S. 824, 91 S. Ct.
46, 27 L. Ed. 2d 52 (1970), endorsed the view propounded in
the legislative history3 that civil as well as criminal law
enforcement activities are within the purview of the exemption.

In the subject matter, there are pending law enforcement proceedings -
there is an FBI investigation with respect to the 2010 incident and there is an
Office of the Inspector General (Department of Homeland Security)
investigation with respect to the 2012 incident. Release of the subject records
relating to these incidents could reasonably be expected to cause material
harm. For example, release of these records could lead to: (1) the destruction
or alteration of evidence; (2) the identification of individuals with knowledge of
events; (3) the intimidation of these individuals or the perpetuation of harm to
them; and (4) the fabrication of alibis. See Spannaus v. Department of
Justice, supra; NLRB v. Robbins Tire & Rubber Co., supra; and Willard v.
Internal Revenue Service, supra. Further, the release of the subject records
could precipitate the inappropriate disclosure of evidence, witnesses,
prospective testimony, the reliance placed by the government upon the
evidence, the scope and direction of the investigation, etc. See Doca/ v.
Bennsinger, supra, and the cases cited therein. The premature release of
evidence or the scope and direction of the investigation could interfere with the
integrity of the investigation, i.e., it could interfere with the government's ability
to make accurate factual and legal determinations.

Information Redacted and Withheld pursuant to Exemption (b)(7)(E)

Certain information in the records now released was redacted pursuant
to Exemption (b)(7)(E), which exempts from disclosure information that "would
disclose techniques and procedures for law enforcement investigations or
prosecutions, or would disclose guidelines for law enforcement investigations
or prosecutions if such disclosure could reasonably be expected to risk
circumvention of the law." Additionally, certain records which are withheld in
their entirety are exempt from disclosure pursuant to Exemption (b)(7)(E). See
Fisher v. U.S. Department of Justice, 772 F. Supp. 7 (D.D.C. 1991) (explicitly
recognizing categorical protection for law enforcement techniques and
procedures), afPd 968 F.2d 92 (1992); and Hammes v. U.S. Customs Service,

3 See H.R. Rep. No. 1497, 89th Cong., 2d Sess. 11 (1966): This exemption covers
investigatory files related to enforcement of all kinds of law, labor and securities laws as well
as criminal laws. This would include files prepared in connection with related Government
litigation and adjudicative proceedings.
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MD 20740-6001; by email - ogis(abnara.gov; by telephone - 202-741-5770 or
1-877-684-6448; or by facsimile - 202-741-5769.

Sincerely,

Shari Suzuki, Chief
FOIA Appeals, Policy, and Litigation Branch
Regulations & Rulings
Office of International Trade

Enclosures


